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LITTLE ROCK COMPUTER SYSTEM TELEWORK REQUIREMENTS

Background:  The attached Wing Information Assurance Office (WIAO) Standard Operating Procedure (SOP) lists procedures for Information Assurance Officers to manage all Mobile Computing Devices used for telework.

Implementation:  Unit or Group Information Assurance Officer (IAO) personnel must be thoroughly familiar with their role in these procedures, and take actions accordingly.

Purpose:  Provides guidance to IAOs on the process for allowing individuals access to the Little Rock AFB network(s) via VPN for telework purposes.
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PLEASE READ ALL INSTRUCTIONS BEFORE PERFORMING PROCEDURES

NOTE:  All system requests for the purpose of teleworking will be coordinated by the Unit/Group IAO.

Telework Defined:  A voluntary arrangement where an employee or service member performs assigned official duties at home or alternate worksites geographically convenient to the employee or Service member on a regular, recurring, or a situational basis (not including while on official travel).

Unit/Group IAO will:
1. Ensure the Unit/Group IAO in on all in and out-processing checklists.
2. Be thoroughly familiar with AFMAN 33-282, Chapter 6, paragraph 6.6. and this SOP.

Telework User will:
3. Gain approval from their supervisor to telework.
4. Complete applicable training.
a. DoD Telework Training http://www.telework.gov/tools_and_resources/training/employees/index.aspx
5. Sign the DD Form 2946, DoD Telework Agreement.
6. Send the signed DD Form 2946 to supervisor for signature.
7. Sign the AF Form 4433, US Air Force Unclassified Wireless Mobile Device User Agreement.
8. Sign the Little Rock AFB Remote Access User Agreement.
9. Coordinate telework access requests through the Unit/Group IAO to obtain the proper equipment and network permissions.
10. Provide all three signed user agreements to the IAO for validation and filing.
11. Provide completed telework training certificate to the IAO for filing with user agreements.
12. NOT use privately owned hardware and software to process unclassified and/or unclassified sensitive information unless operation mission justifies it and it has been approved by the DAA.
13. Immediately report any lost or stolen device to the Unit/Group IAO.
14. Comply with all other user requirements outlined in AFMAN 33-283, Chapter 6 of which the Unit/Group IAO will educate the user on.

Supervisors will:
15. Approve employee to telework by signing the required DD Form 2946.
NOTE:  For DoD FEDERAL CIVILIAN EMPLOYEES contact the Civilian Personnel Management Office to ensure all requirements for those employees are met before approving telework.
16. Complete applicable telework training. http://www.telework.gov/tools_and_resources/training/managers/index.aspx
17. Provide completed telework training certificate to the Unit/Group IAO for filing with approved teleworkers user agreements.

Unit/Group IAO will:
18. Verify the requesters need for telework (VPN) access by ensuring supervisor has signed the required DD Form 2946..
19. Ensure the DD Form 2946, DoD Telework Agreement is signed by user and file in appropriate COMPUSEC documentation folder.
20. Ensure the AF Form 4433, US Air Force Unclassified Wireless Mobile Device User Agreement is signed and file in the appropriate COMPUSEC documentation folder.
21. Ensure the Little Rock AFB Remote Access User Agreement is signed file in the appropriate COMPUSEC documentation folder.
NOTE:  All three user agreements are on the WIAO SharePoint COMPUSEC program>05 – IAO Forms_User Agreements.
22. [bookmark: bookmark1][bookmark: bookmark0]Coordinate with the CFP or Unit assigned CST to configure Mobile Computing Devices per DISA Secure Remote Computing, Remote Access Policy, and Wireless LAN Client (if applicable) STIGs.
23. Ensure Mobile Computing Devices comply with the Data at Rest (DAR) requirements outlined in AFMAN 33-283, Chapter 5, paragraph 6.7.
24. Ensure the VPN client is installed.
25. Ensure all Mobile Computing Devices are configured with an approved CAC reader.
26. Educate Mobile Computing Devices users on specific computer and physical security requirements.
27. Issue an approved Mobile Computing device to the user via a signed hand receipt for tracking purposes.
28. Track all mobile computing devices via the appropriate spreadsheet provided by the WIAO.

CFP or Assigned CST will:
29.  Configure all Mobile Computing Devices per the DISA Secure Remote Computing, Remote Access Policy, and Wireless LAN Client (if applicable) STIGs.
30. Implement approved DAR products (e.g., AF EPL, DoD Enterprise Software Initiative [for laptops]: http://www.esi.mil/taglist.aspx). If not explicitly listed on the Air Force or DoD approved products lists, but included as an integral component of OS (e.g., BitLocker), then refer to applicable DISA OS STIGs (Windows 7, SmartPhones, or Tablets for configuration requirements (http://iase.disa.mil/stigs/os/index.html).
31. Install VPN client.

NOTE:  CSTs not assigned to the 19 CS/CST or CFP can contact the CFP for Mobile Computing Device setup procedures.
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